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ATTACHMENT IX
Business Associate Agreement

This Agreement, made as by and between Areawide Council on Aging of Broward County, Inc.
(“Covered Entity”), a Florida corporation, and Name of Contractor (“Business Associate™).

WHEREAS, the Areawide Council on Aging of Broward County, Inc. is a Covered Entity as defined in
the Privacy Rule adopted pursuant to the Health Insurance Portability and Accountability Act of 1996
(HIPAA Privacy Rules).

WHEREAS, the Business Associate has been retained by the Covered Entity to perform a function,
activity, or service on behalf of Covered Entity that requires the Business Associate have access to
Protected Health Information (PHI).

WHEREAS, Covered Entity desires to receive satisfactory assurances from the Business Associate that it
will comply with the obligations required of business associates by the Privacy Rule, the Security Rule
Health Information Technology for Economic and Clinical Health Act (HITECH), the Final Rules and
any rules or guidance issued by the Secretary from time to time with respect to such security, privacy, use
and disclosure requirements.

WHEREAS, the parties wish to set forth their understandings with regard to the use and disclosure of PHI
by the Business Associate in performance of its obligations.

NOW, THEREFORE, in consideration of the foregoing, the parties hereby agree as follows:

Section 1. Definitions.

(a) Breach shall mean the acquisition, access, use or disclosure of protected health information in a
manner not permitted under the HIPAA Privacy Rule which compromises the security or privacy of
the protected health information. For purposes of this definition, “compromises the security or privacy
of the protected health information” means poses a significant risk of financial, reputational, or other
harm to the individual.

(a) HITECH shall mean Title XIII of the American Recovery and Reinvestment Act of 2009 (ARRA),
called the Health Information Technology for Economic and Clinical Health (HITECH) Act, codifies
and expands on many of the requirements promulgated by the Department of Health & Human
Services (DHHS) pursuant to the Health Insurance Portability and Accountability Act of 1996
(HIPAA) to protect the privacy and security of protected health information (PHI).

(b) Individual means the person who is the subject of protected health information 45 CFR 160.103 and
shall include a person who qualifies as a personal representative in accordance with 45 CFR
164.502(g).

(¢) Privacy Officer shall mean Shirley Snipes, 5300 Hiatus Road, Sunrise, FL 33351, 954-745-9567;
email: snipess@adrcbroward.org.

(d) Privacy Rule shall mean the Standards for Privacy of Individually Identifiable Health Information at
45 CFR part 160 and part 164, subparts A and E.
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(e)

(f

(2

(h)

0]

®

(k)

M

Protected Health Information or “PHI” shall have the same meaning as the term “protected health
information"” in 45 CFR 164.501, limited to the information created or received by Business Associate
from or on behalf of Covered Entity.

Required by Law shall have the same meaning as the term “required by law" in 45 CFR 164.103.

Secretary shall mean the Secretary of the Department of Health and Human Services or his designee.
Security Incident means the attempted or successful unauthorized access, use, disclosure, modification
or destruction of electronic PHI relating to the Covered Entity.

Security Officer shall mean Shirley Snipes, 5300 Hiatus Road, Sunrise, FL 33351, 954-745-9567;
email: snipess@adrcbroward.org.

Security Rule shall mean the Health Insurance Reform: Security Standards at 45 CFR Parts 160, 162
and 164.

Underlying Agreement shall mean the services agreement executed by the Covered Entity and
Business Associate, if any.

Unsecured PHI means PHI that is not rendered unusable, unreadable or indecipherable to unauthorized

individuals through the use of technology or methodology specified by the Secretary in the guidance
issued under Section 13402 of Public Law 111-5 on the HHS website (45 CFR 164.402).

Section 2. Obligations and Activities of Business Associate

a)

b)

<)

d)

e)

Business Associate agrees to not use or disclose PHI other than as permitted or required by this
Agreement or as Required by Law.

Business Associate agrees to use appropriate safeguards and comply with Subpart C of 45 CFR Part
164 with respect to electronic PHI, to prevent use or disclosure of PHI other than provided for by this
Agreement.

Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to
Business Associate as a result of a use or disclosure of PHI by Business Associate in violation of this
Agreement.

Business Associate agrees to comply with the Security Rules, as required by HITECH, in a manner
consistent with the Rule and regulations that may be adopted by relevant federal agencies, to keep all
electronic PHI in a secure manner, as required under federal law.

Business Associate agrees to report to Covered Entity any use or disclosure of PHI not provided for
by this Agreement of which it becomes aware, including breaches of unsecured PHI as required at 45
CFR 164.410, and any Security Incident of which it becomes aware. See “Reporting” contained in this
Agreement.

Business Associate agrees, in accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if
applicable, to require that any Subcontractors that create, receive, maintain or transmit PHI on behalf
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g

h)

)]

k)

m)

n)

0)

of the Business Associate agree to the same restrictions, conditions, and requirements that apply to the
Business Associate with respect to such information.

Business Associate agrees to make available, in the time and manner designated by Covered Entity,
PHI in a Designated Record Set, to Covered Entity or, as directed by Covered Entity, to an Individual,
as necessary to satisfy Covered Entity’s requirements under 45 CFR 164.524.

Business Associate agrees to comply with an individual’s request to restrict the disclosure of their
personal PHI in a manner consistent with 45 C.F.R. 164.522, except where such use, disclosure or
request is required or permitted under applicable law.

Business Associate agrees that when requesting, using or disclosing PHI in accordance with 45 C.F.R.
502(b)(1) that such request, use or disclosure shall be to the minimum extent necessary, including the
use of a “limited data set” as defined in 45 C.F.R. 164.514(e)(2) to accomplish the intended purpose
of such request, use or disclosure as interpreted under related guidance issued by the Secretary from
time to time.

Business Associate agrees to make any amendment(s) to PHI in a Designated Record Set that the
Covered Entity directs or agrees to pursuant to 45 CFR 164.526 at the request of Covered Entity or an
Individual, and in the time and manner designated by Covered Entity or take other measures as
necessary to satisfy covered entity’s obligations under 45 C.F.R. 164.526.

Business Associate agrees to make internal practices, books, and records including policies and
procedures relating to the use and disclosure of PHI received from, or created or received by Business
Associate on behalf of, Covered Entity available to the Covered Entity, or at the request of the Covered
Entity to the Secretary, in a time and manner designated by Covered Entity for purposes of the
Secretary determining Covered Entity's compliance with the HIPAA Rules.

Business Associate agrees to document such disclosures of PHI and information related to such
disclosures as would be required for Covered Entity to respond to a request by an Individual for an
accounting of disclosures of PHI in accordance with 45 CFR 164.528.

Business Associate agrees to provide to Covered Entity or an Individual, in time and manner
designated by Covered Entity, information collected in accordance with this agreement, to permit
Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in
accordance with 45 CFR 164.528.

Business Associate hereby acknowledges and agrees that Covered Entity has notified Business
Associate that it is required to comply with the confidentiality, disclosure, breach notification,
compliance, and re-disclosure requirements of HITECH, Privacy Rule and the Security Rule to the
extent such requirements may be applicable.

Business Associate acknowledges that if it becomes aware of a “pattern of activity or practice” by
Covered Entity, or any other Business Associate, that breaches a Business Associate Agreement, but
fails to cure that breach, Business Associate shall immediately terminate the relevant agreement, or
report the non-compliance to the United States Department of Health and Human Services’ Office of
Civil Rights.
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p)

qQ

1)

s)

t)

u)

Business Associate acknowledges that it is subject to compliance audits by the United States
Department of Health and Human Services’ Office of Civil Rights.

Business Associate shall comply with any and all regulatory requirements which may arise in the
future to comply fully with the Privacy Rules, the Security Rule, ARRA, and HITECH, including, but
not limited to, restrictions on disclosures to health plans, clarified minimum necessary standards,
expanded accounting requirements applicable to electronic health records, revised prohibitions on
sales of PHI, and updated marketing and fundraising restrictions. Business Associate shall require
that any agent, including a subcontractor, shall also comply with the requirements set forth herein.

Business Associate acknowledges that, pursuant to HITECH, Business Associate, its employees and
contractors, and any third party (and their employees, contractors, and further third parties) who may
have access to or possession of the Covered Entity’s PHI, are subject to regulatory oversight of the
various federal and/or state agencies as a Business Associate, and may be subject to both civil and
criminal penalties which may arise from violations of this Agreement, the Privacy Rules, the Security
Rule, HITECH, and any rules or guidance issued by the Secretary from time to time with respect to
such use and disclosure requirements.

Business Associate agrees to provide the Covered Entity with notice of a Breach of Unsecured PHI
pursuant to the requirements of 45 CFR 164.402. See “Reporting” contained in this Agreement.

To the extent that Business Associate is to carry out one or more of Covered Entity’s obligation(s)
under Subpart E of 45 C.F.R. Part 154, Business Associate agrees to comply with the requirements of
Subpart E that apply to the Covered Entity in the performance of such obligation(s).

Business Associate agrees to comply with the “Prohibition on Sale of Electronic Health Records or
Protected Health Information,” as provided in section 13405(d) of Subtitle D (Privacy) of ARRA, and
the “Conditions on Certain Contacts as Part of Health Care Operations,” as provided in section 13406
of Subtitle D (Privacy) of ARRA and related guidance issued by the Secretary from time to time.

Section 3. Permitted Uses and Disclosures by Business Associate

(a) Except as otherwise limited in this Agreement, Business Associate may use and/or disclose PHI only

(b)
(©

(d)

(e)

in a manner that is necessary to perform functions, activities, or services for, or on behalf of, Covered
Entity as specified in the Underlying Agreement, provided that such use or disclosure would not
violate Subpart E of 45 C.F.R. Part 164 if done by Covered Entity.

Business Associate may use or disclose PHI as required by law.

Business Associate agrees to make uses and disclosures and requests for PHI consistent with Covered
Entity’s minimum necessary policies and procedures.

Except as otherwise limited in this Agreement, Business Associate may use PHI for the proper
management and administration of the Business Associate or to carry out the legal responsibilities of
the Business Associate.

Except as otherwise limited in this Agreement, Business Associate may disclose PHI for the proper
management and administration of the Business Associate, provided that disclosures are required by
law, or Business Associate obtains reasonable assurances from the person to whom the information
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is disclosed that it will remain confidential and used or further disclosed only as required by law or
for the purpose(s) for which it was disclosed to the person, and the person notifies the Business
Associate of any instances of which it is aware in which the confidentiality of the information has
been breached.

Section 4. Reporting

As described below, Business Associate shall report to the Covered Entity in writing (a) any use or
disclosure of PHI not permitted under 45 CFR section 164, Subpart E, this Agreement, or by law, (b) any
Security Incident of which it becomes aware and (c) any Breach of Unsecured PHI in accordance with
HITECH, including 42 U.S.C.A. section 17932.

(a) Reporting Security Incidents or Improper Uses or Disclosures. Business Associate shall make the
report to the Covered Entity’s Privacy Officer (or to the Security Officer in the event of a Security
Incident) within three business days after Business Associate learns of such unauthorized use or
disclosure or Security Incident. Business Associate’s report shall: (1) identify the nature of the
unauthorized use or disclosure or Security Incident including the date of the Security Incident or
unauthorized use or disclosure and date of discovery; (2) identify the PHI affected; (3) identify who
made or caused the unauthorized use and/or received the unauthorized disclosure and/or participated
in the Security Incident, if known; (4) identify what Business Associate has done or shall do to mitigate
any deleterious effect of the Breach, unauthorized use or disclosure or Security Incident; (5) identify
what corrective action Business Associate has taken or shall take to prevent future similar
unauthorized use or disclosure or Security Incident; and (6) provide such other information, including
a written report, as reasonably requested by the Privacy Officer or Security Officer. Any Security
incident or unauthorized use or disclosure of PHI that is a Breach of Unsecured PHI shall be reported
as required under subsection (b) below.

(a) Notification of a Breach. Pursuant to HITECH, including 42 U.S.C.A. section 17932, and regulations
under 45 CFR Parts 160 and 164, as amended, Business Associate shall provide written notice to the
Covered Entity’s Privacy Officer of any Breach of Unsecured PHI within 3 business days after
Business Associate discovers the Breach. Business Associate shall conduct the risk assessment to
determine whether a Breach occurred. Business Associate’s report to the Covered Entity shall identify
or describe: (1) the affected Individual(s) whose Unsecured PHI has been or is reasonably believed to
have been accessed, acquired or disclosed; (2) the incident, including the date of the Breach and the
date of the discovery of the Breach, if known; (3) who made or caused the Breach/unauthorized use
and/or received the unauthorized disclosure; (4) the types of Unsecured PHI involved in the Breach;
(5) any specific steps the Individual(s) should take to protect him or herself from potential harm related
to the Breach; (6) what the Business Associate is doing to investigate the Breach, to mitigate losses
and to protect against further Breaches; (7) contact procedures for how the Individual(s) can obtain
further information from Business Associate; and (8) such other information, including the risk
assessment analysis prepared by Business Associate, as reasonably requested by the Covered Entity’s
Privacy Officer.

Section 5. Obligations of Covered Entity

(a) Covered Entity shall provide Business Associate with the notice of privacy practices that Covered
Entity produces in accordance with 45 CFR 164.520, as well as any changes to such notice, to the
extent that such changes or limitations may affect Business Associate’s use or disclosure of PHI.
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(a) Covered Entity shall provide Business Associate with any changes in, or revocation of, permission by
Individual to use or disclose PHI, if such changes affect Business Associate's permitted or required
uses and disclosures under this Agreement.

(b) Covered Entity shall notify Business Associate of any restriction to the use or disclosure of PHI that
Covered Entity has agreed to or is required to abide by in accordance with 45 CFR 164.522 to the
extent that such restriction may affect Business Associate’s use or disclosure of PHI under this
Agreement.

(c) With respect to any Breach, the Covered Entity shall notify each individual whose Unsecured PHI has
been, or is reasonably believed by the Covered Entity to have been accessed, acquired, used or
disclosed as a result of such breach, except when law enforcement requires a delay pursuant to 45 CFR
164.412:

. Without unreasonable delay and in no case later than 60 days after discovery of a breach.

2. By notice in plain language including and to the extent possible: a brief description of what
happened, including the date of the Breach and the date of the discovery of the Breach, if known; a
description of the types of Unsecured PHI that were involved in the breach; any steps Individual(s)
should take to protect themselves from potential harm resulting from the breach; a brief description
of what the Covered Entity involved is doing to investigate the Breach, mitigate the harm to
Individual(s), and to protect against any further Breaches; and, contact procedures for Individual(s)
to ask questions or learn additional information which shall include a toll-free telephone number,
an e-mail address, web site or postal address.

. Use a method of notification that meets the requirements of 45 CFR 164.404(d).

4. Provide notice to the media when required under 45 CFR 164.405 and to the Secretary pursuant to

45 CFR 164.408.

9%}

Section 6. Permissible Requests by Covered Entity

Covered Entity shall not request Business Associate to use or disclose PHI in any manner that would not
be permissible under the Privacy & Security Rule if done by Covered Entity.

Section 7. Term and Termination

(a) Term. The Term of this Agreement shall be effective as of the date the Covered Entity signs this
Agreement, and shall terminate when all of the PHI provided by Covered Entity to Business Associate, or
created or received by Business Associate on behalf of Covered Entity, is destroyed or returned to Covered
Entity, or, if it is infeasible to return or destroy PHI, protections are extended to such information, in
accordance with the termination provisions in this Section.

(b) Termination for Cause. Upon Covered Entity's knowledge of a material breach by Business Associate,
Covered Entity shall either (1) provide an opportunity for Business Associate to cure the breach and then
terminate the Underlying Agreement if Business Associate does not cure the breach within time period
specified by the Covered Entity or (2) terminate the Underlying Agreement immediately. If neither
termination nor cure is feasible, Covered Entity shall report the violation to the Secretary.

(c) Effect of Termination. (1) Except as provided in paragraph (2) of this section, upon termination of this
Agreement or the Underlying Agreement for any reason, Business Associate shall return or destroy all
PHI received from Covered Entity, or created or received by Business Associate on behalf of Covered
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Entity. This provision shall apply to PHI that is in the possession of subcontractors or agents of Business
Associate. Business Associate and subcontractors shall retain no copies of the PHI. (2) In the event that
Business Associate determines that returning or destroying the PHI is infeasible Business Associate shall
provide to Covered Entity notification of the conditions that make return or destruction infeasible. Upon
mutual agreement of the Parties, that return or destruction of PHI is infeasible, Business Associate shall
extend the protections of this Agreement to such PHI and limit further uses and disclosures of such PHI
to those purposes that make the return or destruction infeasible, for so long as Business Associate
maintains such PHI.

Section 8. Miscellaneous

a) Regulatory References. A reference in this Agreement to a section in the Privacy & Security Rule
means the section as is currently effect or as may be amended from time to time, and for which
compliance is required.

b) Indemnification. Business Associate shall release, defend, indemnify and hold Covered Entity
harmless from and against any claims, fees, losses, and costs, including, without limitation, reasonable
attorneys’ fees and costs, that Covered Entity may sustain as a result of, or arising out of (i) a breach
of this Agreement by Business Associate or its agents or Subcontractors, including, but not limited to,
any unauthorized use, disclosure or breach of PHI, (b) Business Associate or its subcontractor’s failure
to notify any and all parties required to receive notification of any Breach of Unsecured PHI or (¢) any
negligence or wrongful acts or omissions by Business Associate or its agents or Subcontractors,
including without limitation, failure to perform Business Associate’s obligations under this
Agreement, the Privacy Rule or the Security Rule or any other applicable law or rule. Except to the
extent permitted by Section 768.28, F.S., or other Florida law, this Section 8(b) is not applicable to
contracts or agreements executed between the Covered Entity and state agencies or subdivisions
defined in Section 768.28(2), F.S.

¢) Remedies. The parties acknowledge that breach of this Agreement may cause irreparable harm for
which there is no adequate remedy at law. In the event of a breach, or if Covered Entity has actual
notice of an intended breach, Covered Entity shall be entitled to a remedy of specific performance
and/or injunction refraining Business Associate from violating or further violating this Agreement.
The parties agree the election of the Covered Entity to seek injunctive relief and or specific
performance of this Agreement does not foreclose or have any effect on any right the Covered Entity
may have to recover damages.

d) Amendment. The parties agree to take such action as is necessary to amend this Agreement and the
Underlying Agreement if necessary from time to time as is necessary to comply with the requirements
of the Privacy and Security Rules, the Health Insurance Portability and Accountability Act, ARRA the
HITECH Act, the HIPAA rules and any other applicable laws. Regardless of written amendment to
this Agreement or the Underlying Agreement, the parties agree to comply with all applicable laws.

e) Survival. The respective rights and obligations of Business Associate under this Agreement shall
survive the termination of this Agreement and/or Underlying Agreements, as shall the rights of access
and inspection of Business Associate by Covered Entity.

f) Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits
Covered Entity to comply with the Privacy and Security Rules, HIPAA, ARRA, the HITECH Act, the
HIPAA Rules and any other applicable law.

g) Governing Law: Conflict. This agreement shall be enforced and construed in accordance with the
laws of the State of Florida. Jurisdiction of any litigation with respect to this Agreement shall be in
Florida, with venue in a court of competent jurisdiction located in Pinellas County. In the event of a
conflict between the terms of this Agreement and the terms of any of the Underlying Agreements, the
terms of this Agreement shall control.

54


Snipess
Typewritten Text
Appendix K


Appendix K

January 1, 20XX — December 31, 20XX Contract IMOXX-XX-20XX

h) Notices. Any notice given under this Agreement must be in writing and delivered via first class mail,
via reputable overnight courier service, or in person to the parties’ respective addresses as first written
above or to such other address as the parties may from time to time designate in writing.

i) Assigns. Neither this Agreement nor any of the rights, benefits, duties, or obligations provided herein
may be assigned by any party to this Agreement without the prior written consent of the other party.

i) Third Party Beneficiaries. Nothing in this Agreement shall be deemed to create any rights or remedies
in any third party.

Contractor (Business Associate):

Official Name of Organization
Name of Contractor

Signature of Authorized Representative Date

Printed Name

Title

Address of Contractor Phone of Contractor

Areawide Council on Aging of Broward County, Inc. (Covered Entity):

Signature of Authorized Representative Date

Printed Name

Title
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